S,

From time to time, we receive reports of phone scams in which callers posing as employees of the College Board
contact students and families attempting to sell test preparation products or requesting sensitive personally
identifying information, such as credit card and social security numbers. These calls do not come from the
College Board. Please report these calls to the FCC.

This type of activity, known as telemarketing fraud, is a crime. Should you receive an unsolicited phone call from
someone claiming to work for the College Board, even one that your caller ID identifies as originating from a
College Board location (some of these callers engage in illegal ""spoofing"" to make it seem as if the call is
coming from the actual company), do not provide the caller with any personal information.

The College Board does not make unsolicited phone calls to students or families requesting this type of
information. Representatives of the College Board only make calls to students and their families in response to
student-generated inquiries and/or to provide students and families with information about a test or program
for which the student registered.

Should you have a question about the origin of a phone call you have received in which the caller claims to be
from the College Board, contact us at 866-680-9990.

Safety and Security Tips

1. Be wary of unsolicited contacts, whether via telephone or email.

2. Remember that the College Board will never contact you to ask you to send your credit card, bank
account or password information over the telephone or through email.

3. Never supply credit card information to someone who calls or emails you.

4. If you suspect you have received a fraudulent call or email, contact the Federal Trade Commission and
your local authorities and provide them with all the details.

5. Keep in mind that if an offer appears too good to be true, it probably is.

To make a complaint, and to obtain more information about protecting yourself from telephone and Internet
scams, visit the Federal Trade Commission's Consumer Information site.

Online Privacy

For more information about protecting your privacy online, we recommend that you visit these sites:
e Network Advertising Initiative
e  Online Privacy Alliance

Online Security
For more information on guarding against Internet fraud and keeping your computer secure,
visit OnGuardOnline.gov. The site features practical tips from the federal government and the technology
industry. Specific topics include:

¢ Avoiding Scams

e Child Identity Theft

e Computer Security

e Hacked Email

e Malware

e Avoiding Phishing Scams

e Online Dating Scams



https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fconsumercomplaints.fcc.gov%2Fhc%2Fen-us%2Farticles%2F115002234203-Unwanted-Calls&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231863760%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=FxLPRa5j8fkPdYU4WA9yq0vg8sWqXQLGQfx4qYk71OA%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fconsumer.ftc.gov%2F&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231881320%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=aI9A89xXXFU3M3dhP6IgBUCZFN6AvMKldKGxEpZ%2FGj8%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fthenai.org%2F&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231889767%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=wuPhUdslIbTXKLX1Wcyio5Z39E5TVWdvpCzI0HOTBYo%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.privacyalliance.org%2F&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231897944%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=WFLHiAslMT079ZhG4uXQs1O42LXqhA%2Fvk4E1JzQm3LA%3D&reserved=0
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https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fprotect-your-personal-information-data&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231929741%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=moKGxDhNZ8aBrLM1ks4X7UrAXnBwiNmkQZg3ASd5MJU%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fhow-recover-your-hacked-email-or-social-media-account&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231937595%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=xFlhSz9gO3ujqF4Al9BzPJSko0eKkRmXhz0zV8G8mlU%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fhow-recognize-remove-avoid-malware&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231945679%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=0v%2FYx6to0UOw57U2qCnCyyVuKmYaBSAqGmZeqFhUqXE%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fhow-recognize-and-avoid-phishing-scams&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231953633%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=vgEsdhL4HuU93KBlPHn0QI%2BhfL3LPAx79ubliX0fBB4%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fwhat-you-need-know-about-romance-scams&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231964524%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=SdIZr0YyV00fLKnThKBPmHSL%2FNjXYkX60WVMOJN%2FYG4%3D&reserved=0

S,

Read the College Board's Site Terms and Conditions and Privacy Center.



https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprivacy.collegeboard.org%2Fstudent-legal-terms&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231986822%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2FblozmAeqsmjMtGPBRjHJ9DMu5G7h5bx6YGOInwSrP0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprivacy.collegeboard.org%2Fhome&data=05%7C02%7CJWolfBelda%40collegeboard.org%7C7ef824fe5d9b4316056508dd55259c90%7C7530bdedfd6e4f58b5d2ea681eb07663%7C0%7C0%7C638760342231997009%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=R%2BHMd7aZWhsN6cMtfNCGZDnCNWFf%2BwOPwWcPUhnTnV4%3D&reserved=0

