© ACCUPLACER

SAFE EXAM BROWSER INSTALLATION
INSTRUCTIONS

To enhance test security, ACCUPLACER® is fully compatible with Safe Exam Browser (SEB) open source
software. SEB is a web browser environment that can be used to carry out e-assessments safely. The
software turns any computer temporarily into a secure workstation. It controls access to resources like

system functions, other websites, and applications, and prevents unauthorized resources from being used
during an exam.

For individuals interested in utilizing SEB alongside ACCUPLACER, please take note of the
following guidelines:

¢ You must have administrative rights to the local machine to install the software.

e The software needs to be installed on each testing workstation that requires security
measures.

e ACCUPLACER does not recommend using SEB with ACCUPLACER's administrative

screens.

e This installation is a one-time process specifically designed for ACCUPLACER testing.
e Once installed, it will restrict students from accessing other areas on the machine
while taking an ACCUPLACER test.

Installing the Safe Exam Browser

1. Go to https://safeexambrowser.org/

2. Click on “Download” in the left-hand side navigation menu to open the “Download
Latest Releases” section.
NOTE: After clicking, the “Download” navigation name will automatically change to “Download—
Latest Releases.”
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For Windows OS

3. Click on the "Safe Exam Browser 3.5.0 for Windows” button to download the software compatible
with Windows 8.1, 10, and | I.

Windows

@ Safe Exam Browser 3.5.0 for Windows

Safe Exam Browser 3.5.0 for Windows 8.1, 10 and 11
SHAL: c104084eb52£6202998542de608b1388£7251ach

WARNING: ACCUPLACER does not support Windows Legacy Safe Exam Browser 2.4.1 for
Windows 7, 8.1 and 10.

For macOS

3. Click on the “Safe Exam Browser 3.3 for macOS” button to download the software compatible with
macOS 14, 13, 12, 1, 10.5, 10.4, and 10.3.

macQOS

@ Safe Exam Browser 3.3 for macOS

Current version of Safe Exam Browser for macOS 14, 13, 12, 11, 10.15, 10.14, 10.13

Build 1456D. SHAl: ed02clé66c579d2277d5624d06683856cc%aa3eca

4. For both operating systems, when you click the download button, a new tab will open
in your active browser to download the Safe Exam Browser software. Here's how it
works for each:
o Windows OS: The download will automatically start.
o macOS: Click “Allow” on the pop-up message to begin download.
5. After the download is complete, locate the downloaded file and doublelick it to launch
the installer. The file names are as follows:
o Windows OS: SEB_3.5.0.554_SetupBundle
o macOS: SafeExamBrowser-3.0.dmg
6. Follow the prompts to install the software. The installation process typically takes about 5—-10
minutes and may require a reboot depending on your operating system.

Once the installation process is complete, you'll be ready to configure the Safe Exam Browser
settings.

Configuring Safe Exam Browser for ACCUPLACER Use
To configure Safe Exam Browser for use with ACCUPLACER, follow these steps:

I. Launch the SEB Config Tool: Open the SEB Config Tool from the Programs menu by
navigating to the Safe Exam Browser folder and selecting the SEB Config Tool.

General Settings Tab
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2. Adjust General Settings: On the General tab, make sure to complete the following fields:

" SEB Configuration Tool - C:\Users\SEBTEST\AppData\Roaming\SafeExamBrowser SebClientSettings.seb - X

File RevertSettings  UseSettings

" e File y i AL 7 71 T ry =
0] General gy Config Fie User Interface G Browser ;1 Down/Uploads { Bxam A Applcations ﬂ*\ Network “'Ej Securty Registry Hooked Keys

Start URL | [

Allow userto quit SEB

Qutfirockpasawod ]
Comfmautimlockpasnord [ |

e Start URL: Enter https://www.accuplacer.org as the start URL.

B L File e 2 L
1 General D{} Config File User Interface 6 Browser ;* Down./Uploads

Start URL |h1:-t-p=|:.-".-"m.=.|:|:up1=.|:|=:|:.n:l:g'.-" |

e Administrator password & Confirm administrator password: Enter and confirm a
unique Administrator password.

NOTE: This should not be the same as your ACCUPLACER Administrator password

Administrator password  ssssssssssssssss

Confim administrator password  ssssssssssssssss

e Allow user to quit SEB: ACCUPLACER recommends checking the “Allow user to quit SEB”
option. This setting enables students to close the browser but requires them to enter a
specified ‘Quit password’ set by the Administrator (see Quit/unlock password). This feature is
particularly useful for ACCUPLACER, so proctors know when a student wants to exit the test.

] Allow userto quit SEB

¢ Quit/unlock password & Confirm quit/unlock password: To prevent students
from intentionally or accidentally exiting the Safe Exam Browser during their test

session:
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o Enter a password in the Quit/unlock password and Confirm quit/unlock
password fields.

o This will ensure that a proctor or other test center management staff must enter
the password to exit Safe Exam Browser. Please be sure to remember this
password.

WARNING: [f no quit password is set, then SEB just prompts "Are you sure you want to quit
SEB?".

CGuit Aunlock password

Corfim quit/unlock passward |"“"""""" |

User Interface Tab

3. User Interface; Complete the following settings on the User Interface tab:

™ SEB Configuration Tool - C:\Users\SEBTEST\AppData'\Roaming\SafeExamBrowser\SebClientSettings.seb - X

File RevertSettings Use Settings

- o i - . AL £ & _se
i | General D& Config Fle ~ [ia] e User Interface Browser l* Down/Uploads { Bam oA, Applications  §77) Networc ﬁ&}ecum El-j‘ Registry Hooked Keys

Browser view mode Audio Control
(® Use browser window Show audio controls v
O Use full sereen mode: 0] Mute audio on statup
O Touch optirized [ Setintial volume level
Main browser window size and position Spell Checker
Width  |100% ~ Left [[] Allow spell checking (Win supports English only) ] Alow dictionary lookup (Mac)
Horizartal postioning
Height |100% ~ Right
Browser Window Toolbar
[ Enable browser window toolbar [ Show menu bar (Mac)

Allow address bar for main windo

Allow address bar for additional wind:
Show developer tools in window menu
Hide toolbar as defautt (Mac)

Taskbar / Dock / Side Menu
Show taskbar / dock [ Show Wi-Fi control (Win)
Show side menu Show reload button
Show time
Show keyboard layout

Enable zoom (Win/Mac)
Enable page zoom
Enable text zoom

e Taskbar / Dock / Side Menu — Show reload button: Ensure the “Show reload button’
option in the Taskbar / Dock / Side Menu section is unchecked.

WARNING: ACCUPLACER test sessions do not allow students to refresh the page.

Taskbar / Dock / Side Menu
Show taskbar / dock [ Show Wi-Fi control (Win)
Show side menu |D Show reload button I
Show time
Show keyboard layout

e Allow spell checking & Allow dictionary lookup (Mac): Make sure that both
“Allow spell checking” and “Allow dictionary lookup (Mac)” are unchecked.
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WARNING: This is especially crucial when administering ACCUPLACER WritePlacer tests.

Spell Checker

[C] Allow spell checking (Win supports English only)

] Allow dictionary lookup (Mac)

Exam Tab
4. Exam Settings: Complete the following settings on the Exam tab:

% SEB C

File RevertSettings  Use Settings

- o i r A A o, =) 7 e
f eneral onfig File e User Interface rowser jown/Uploads % am % plications letwor ecurty egistry looked Keys
i Generd  Of CorfigFle [gue User er B .‘1‘9 /Uploads £ Bam A App (59 Metwork ﬁs i L Hooked Key

Tool - C:L

T\ ApRD: b o - %

Browser Exam Key / Config Key

‘The Browser Exam Key and the Contfig Key allow to verfy diferent aspects of an exam. They both depegffion
all configuration values defined for 2 fie, i . they change whenever 2 corfiguration value changes. Thfkeys
an be used independently from each other, but both are sent with every HTTP request f activated. Ofpy a
keyto the according field In your quiz settings in the exam system having support for SEB 2.0 ar later but in

IMPORTANT: Always copy the key(s) as alast step. after the configuration file was saved!
[ Use Browser Exam Key and Config Key

Browser Exam Key

The Browser Exam Key verfies the intergriy of an installed SEB version as wel as the configuration used by
an exam client. This means that this key is diferent for every configuration and SEB version used. t changes
when one or more corfiguratian value(s) change as wel as when a diferent SEB version is used.

014867bbdbdfcd 342 7e 2cf 7c Be 54251 0463836d 3dcf19e 7c 2614fd 18 bd 8

Config Key

The Config Key verfiies that an exam ciert uses the canect configuration. This means that the key is diferent
for every confiquration (unless they have exactly the same values). I only changes when one or more
corfiguration valus(s) change. imespective of the SEB version used.

9094cHAcE Fead05a683a37c &bcabldsh 1c5a 226 F0Tdla%h 1587668

Reconfiguring Secure,/Exam Session

Session Handing

Use the following parameters to cortrol whether a browser session is persisted on disk. &.9.to keep users
logged in fter a reconfiguration.

Clear browser session when starting an exam or starting SEB

Clear browser session when ending an exam or teminating SEB {prevents deletion of browser cache if deactivated])

Link to quit SEB after exam

Place this Quit Link to the Teedback page displayed after an exam was successfuly firished
Clicking that ik wil qut or restart SEB without having to enter the quit password.

Ask userto confim quitting
[ Restart instead of quitting

Back to Start Button
[J Use Start URL isee General tab)
Enter custom URL or select "Use Start URL"to display the back to start button in the SEB taskbar.

Title/Aool tip text for the back to stat button Jeave empty for localized standard text)

Protect back to start button with the quitAunlock password
Allow recorfiguring by loading an SEB config file (while using the cient config or during an exam session).
the running session is secure (has a quit password set), ndicate the allowed URL of the new exam corfig in
Recorfiguing URL (widcard character ™ can be used). Query Sting Parameter
[ Alow reconfiguing secre/exam session The sebs):// link to the config file can contain an additional query string. separated from the main URL by 7 or 27" (f the:
URL tseff doesnt contain a aueny). SEB will then append this query string to the Start URL.

Reconfiguring URL [ Allow Guery Parameter

e Link to quit SEB after exam: The “Link to quit SEB after exam” setting should be left blank.
IMPORTANT: Ensure the “Ask user to confirm quitting” option in the Link to quit SEB after
exam” section is checked.

NOTE: The Individual Score Report (ISR) generated by ACCUPLACER at the end of a test session
contains a static link that will allow the student to quit and exit the browser.

Link to quit SEB after exam

I

Place this Quit Link to the Teedback’ page displayed after an exam was successfully finished.
Clicking that link will quit or restart SEB without having to enter the quit password.

Ask userto confirm quitting
[] Restart instead of quitting

Final Steps

e Before you exit, make sure to select File > Save Settings.
o This step completes the configuration of Safe Exam Browser.
o For more information on settings not covered here, visit the Safe Exam
Browser User Guide at https://safeexambrowser.org/support_en.html.

e Once you've configured SEB on your local machine, launching an ACCUPLACER test
session is easy. Just click on the Safe Exam Browser icon @ . It will take you to the

ACCUPLACER home page, where a proctor or proctor reporter can log in and start the
testing process.

e For additional documentation on SEB visit http://safeexambrowser.orsg.
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